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Proven Methods for Building Secure Java-Based Web Applications

Develop, deploy, and maintain secure Java applications using the expert
techniques and open source libraries described in this Oracle Press guide. Iron-
Clad Java presents the processes required to build robust and secure applications
from the start and explains how to eliminate existing security bugs. Best practices
for authentication, access control, data protection, attack prevention, error
handling, and much more are included. Using the practical advice and real-world
examples provided in this authoritative resource, you'll gain valuable secure
software engineering skills.

Establish secure authentication and session management processes●

Implement a robust access control design for multi-tenant web applications●

Defend against cross-site scripting, cross-site request forgery, and clickjacking●

Protect sensitive data while it is stored or in transit●

Prevent SQL injection and other injection attacks●

Ensure safe file I/O and upload●

Use effective logging, error handling, and intrusion detection methods●

Follow a comprehensive secure software development lifecycle●

"In this book, Jim Manico and August Detlefsen tackle security education from a
technical perspective and bring their wealth of industry knowledge and
experience to application designers. A significant amount of thought was given to
include the most useful and relevant security content for designers to defend their
applications. This is not a book about security theories, it’s the hard lessons
learned from those who have been exploited, turned into actionable items for
application designers, and condensed into print." ?From the Foreword by Milton
Smith, Oracle Senior Principal Security Product Manager, Java
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Editorial Review

About the Author

Jim Manico (Hawaii) is an independent software security educator. He has more than 18 years' experience
with the Java programming language. Jim is also a global board member for the OWASP foundation.

August Detlefsen (San Francisco, CA) is a senior application security consultant with more than 18 years’
experience in software development, enterprise application architecture, and information security. He is an
active member of OWASP.

Users Review

From reader reviews:

Mark Armstrong:

Reading a publication tends to be new life style in this particular era globalization. With reading you can get
a lot of information that will give you benefit in your life. Using book everyone in this world could share
their idea. Ebooks can also inspire a lot of people. Lots of author can inspire their reader with their story as
well as their experience. Not only the storyline that share in the publications. But also they write about the
knowledge about something that you need instance. How to get the good score toefl, or how to teach
children, there are many kinds of book that exist now. The authors on this planet always try to improve their
expertise in writing, they also doing some investigation before they write for their book. One of them is this
Iron-Clad Java: Building Secure Web Applications (Oracle Press).

Leo Rizer:

Reading can called brain hangout, why? Because if you are reading a book specifically book entitled Iron-
Clad Java: Building Secure Web Applications (Oracle Press) the mind will drift away trough every
dimension, wandering in each and every aspect that maybe unfamiliar for but surely will become your mind
friends. Imaging every single word written in a publication then become one type conclusion and explanation
this maybe you never get just before. The Iron-Clad Java: Building Secure Web Applications (Oracle Press)
giving you another experience more than blown away your brain but also giving you useful data for your
better life on this era. So now let us show you the relaxing pattern at this point is your body and mind are
going to be pleased when you are finished looking at it, like winning a. Do you want to try this extraordinary
shelling out spare time activity?

Erin Cummins:

Do you have something that you enjoy such as book? The guide lovers usually prefer to select book like
comic, short story and the biggest an example may be novel. Now, why not hoping Iron-Clad Java: Building
Secure Web Applications (Oracle Press) that give your pleasure preference will be satisfied by means of



reading this book. Reading behavior all over the world can be said as the way for people to know world
considerably better then how they react towards the world. It can't be claimed constantly that reading routine
only for the geeky man but for all of you who wants to always be success person. So , for every you who
want to start reading through as your good habit, you could pick Iron-Clad Java: Building Secure Web
Applications (Oracle Press) become your personal starter.

Patricia Coulter:

You can get this Iron-Clad Java: Building Secure Web Applications (Oracle Press) by visit the bookstore or
Mall. Simply viewing or reviewing it could to be your solve difficulty if you get difficulties for the
knowledge. Kinds of this book are various. Not only through written or printed but in addition can you enjoy
this book simply by e-book. In the modern era just like now, you just looking because of your mobile phone
and searching what your problem. Right now, choose your ways to get more information about your guide. It
is most important to arrange yourself to make your knowledge are still up-date. Let's try to choose suitable
ways for you.
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