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Identify, mitigate, and respond to today’ s highly-sophisticated network attacks.

Today, network attackers are far more sophisticated, relentless, and dangerous. In
response, Cisco ASA: All-in-One Next-Generation Firewall, IPS, and VPN
Services has been fully updated to cover the newest techniques and Cisco
technologies for maximizing end-to-end security in your environment. Three
leading Cisco security experts guide you through every step of creating a

compl ete security plan with Cisco ASA, and then deploying, configuring,
operating, and troubleshooting your solution.

Fully updated for today’ s newest ASA releases, this edition adds new coverage
of ASA 5500-X, ASA 5585-X, ASA Services Module, ASA next-generation
firewall services, EtherChannel, Global ACLSs, clustering, |Pv6 improvements,
IKEv2, AnyConnect Secure Mobility VPN clients, and more. The authors
explain significant recent licensing changes; introduce enhancements to ASA
IPS; and walk you through configuring IPsec, SSL VPN, and NAT/PAT.

You'll learn how to apply Cisco ASA adaptive identification and mitigation
servicesto systematically strengthen security in network environments of all
sizes and types. The authors present up-to-date sample configurations, proven
design scenarios, and actual debugs—

all designed to help you make the most of Cisco ASA inyour rapidly evolving
network.

Jazib Frahim, CCIE® No. 5459 (Routing and Switching; Security), Principal
Engineer in the Global Security Solutions team, guides top-tier Cisco customers
in security-focused network design and implementation. He architects, develops,
and launches new security services concepts. His books include Cisco SSL VPN
Solutions and Cisco Network Admission Control, Volume I1: NAC Deployment
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and Troubleshooting.

Omar Santos, CISSP No. 463598, Cisco Product Security Incident Response
Team (PSIRT) technical leader, leads and mentors engineers and incident
managers in investigating and resolving vulnerabilities in Cisco products and
protecting Cisco customers. Through 18 yearsin IT and cybersecurity, he has
designed, implemented, and supported numerous secure networks for
Fortune® 500 companies and the U.S. government. He is also the author of
several other books and numerous whitepapers and articles.

Andrew Ossipov, CCIE® No. 18483 and CISSP No. 344324, is a Cisco
Technical Marketing Engineer focused on firewalls, intrusion prevention, and
data center security. Drawing on more than 16 years in networking, he works to
solve complex customer technical problems, architect new features and products,
and define future directions for Cisco’ s product portfolio. He holds several
pending patents.

Understand, install, configure, license, maintain, and troubleshoot the newest
ASA devices

Efficiently implement Authentication, Authorization, and Accounting (AAA)
services

Control and provision network access with packet filtering, context-aware Cisco
ASA next-generation firewall services, and new NAT/PAT concepts

Configure IP routing, application inspection, and QoS

Create firewall contexts with unique configurations, interfaces, policies, routing
tables, and administration

Enable integrated protection against many types of malware and advanced
persistent threats (APTSs) via Cisco Cloud Web Security and Cisco Security
Intelligence Operations (SIO)

Implement high availability with failover and elastic scalability with clustering
Deploy, troubleshoot, monitor, tune, and manage Intrusion Prevention System
(IPS) features

Implement site-to-site |Psec VPNs and all forms of remote-access VPNs (I Psec,
clientless SSL, and client-based SSL)

Configure and troubleshoot Public Key Infrastructure (PKI)

Use IKEv2 to more effectively resist attacks against VPNs

Leverage IPv6 support for IPS, packet inspection, transparent firewalls, and site-
to-site IPsec VPNs
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Editorial Review
About the Author

Jazib Frahim, CCIE No. 5459, is a Principal Engineer in the Global Security Services Practice at Cisco. He
has been with Cisco for over 15 years, with afocus on cyber-security and emerging security technologies.
Jazib is also responsible for guiding customersin

the design and implementation of security solutions and technologiesin their networks with afocus on
network security. He leads ateam of solutions architects to guide them through the lifecycle of services and
solutions development. Jazib has also been engaged

in the development of a number of customer-focused services, such as managed threat defense, network-
based identity, bring-your-own-device (BY OD), and many others. Jazib holds a bachelor’ s degreein
computer engineering from lllinois Institute of

Technology and a master’ s degree in business administration (MBA) from North Carolina State University.
In addition to CISSP, Jazib also holds two CCIEs, one in routing and switching and the other in security. He
has presented at many industry events, such as Cisco Live, Interop, and ISSA, on multiple occasions. He has
also authored and coauthored numerous technical documents, whitepapers, and books, including the
following Cisco Presstitles:

¢, Cisco ASA: All-in-One Firewall, IPS, and VPN Adaptive Security Appliance

¢, Cisco ASA: All-in-One Firewall, IPS, Anti-X, and VPN Adaptive Security Appliance, Second Edition
¢, Cisco Network Admission Control, Volume I1: NAC Deployment and Troubleshooting

¢, S9. Remote Access VPNs

Omar Santos, CISSP No. 463598 is a Senior Incident Manager of Cisco’s Product Security Incident
Response Team (PSIRT), where he mentors and |eads engineers and incident managers during the
investigation and resolution of security vulnerabilitiesin all Cisco products. Omar has designed,
implemented, and supported numerous secure networks for Fortune 500 companies and the U.S. government.
Prior to his current role, he was a technical leader within the World Wide Security Practice and Cisco's
Technical Assistance Center (TAC), where he taught, led, and mentored many engineers within both
organizations. Omar is an active member of the security community, where he leads several industrywide
initiatives and standards bodies. His active role hel ps businesses, academic institutions, state and local law
enforcement agencies, and other participants that are dedicated to increasing the security of the critical
infrastructure. Omar has delivered numerous technical presentations at conferences and to Cisco customers
and partners, aswell as many C-level executive presentations to many organizations. He has authored
numerous whitepapers, articles, and security configuration guidelines and best practices, and has also
authored or coauthored the following Cisco Press books:

¢, Cisco ASA: All-in-One Firewall, IPS, and VPN Adaptive Security Appliance

¢, Cisco ASA: All-in-One Firewall, IPS, Anti-X, and VPN Adaptive Security

¢, Cisco Network Admission Control, Volume I1: NAC Deployment and Troubleshooting
¢, End-to-End Network Security: Defense-in-Depth

Andrew Ossipov, CCIE No. 18483 and CISSP No. 344324, is currently a Technical Marketing Engineer at



Cisco with primary concentration on firewall, intrusion prevention, and other Cisco Data Center Security
solutions. With over 15 years of networking

experience, Andrew previously worked with LAN switching, routing protocol, and network data storage
technologies and performed academic research in the area of VolP. At Cisco, Andrew isinvolved in a broad
range of activities that include solving customers’ technical problems of the highest complexity, architecting
features and products, and defining the future direction of the product portfolio. He is an inventor and co-
inventor of multiple pending cross-technology patents. Andrew received his bachelor of science in computer
engineering and master of sciencein electrical engineering degrees from Wichita State University.

Users Review
From reader reviews:
Antonio Bedler:

The book Cisco ASA: All-in-one Next-Generation Firewall, IPS, and VPN Services (3rd Edition) can give
more knowledge and also the precise product information about everything you want. Exactly why must we
leave the great thing like abook Cisco ASA: All-in-one Next-Generation Firewall, IPS, and VPN Services
(3rd Edition)? Some of you have a different opinion about reserve. But one aim which book can give many
detailsfor us. It is absolutely appropriate. Right now, try to closer with the book. Knowledge or information
that you take for that, it is possible to give for each other; you may share al of these. Book Cisco ASA: All-
in-one Next-Generation Firewall, IPS, and VPN Services (3rd Edition) has simple shape but you know: it has
great and large function for you. Y ou can look the enormous world by open and read a publication. Soitis
very wonderful.

Silvia Washington:

The reason why? Because this Cisco ASA: All-in-one Next-Generation Firewall, IPS, and VPN Services
(3rd Edition) is an unordinary book that the inside of the guide waiting for you to snap the idea but latter it
will jolt you with the secret that inside. Reading this book alongside it was fantastic author who write the
book in such awesome way makes the content on the inside easier to understand, entertaining method but
still convey the meaning thoroughly. So, it is good for you for not hesitating having this anymore or you
going to regret it. This amazing book will give you alot of gains than the other book possess such as help
improving your talent and your critical thinking technique. So , still want to delay having that book? If |
ended up you | will go to the book store hurriedly.

Sandra Williams;

Do you have something that you want such as book? The guide lovers usually prefer to pick book like comic,
limited story and the biggest you are novel. Now, why not striving Cisco ASA: All-in-one Next-Generation
Firewall, IPS, and VPN Services (3rd Edition) that give your enjoyment preference will be satisfied by
simply reading this book. Reading routine al over the world can be said as the method for people to know
world better then how they react to the world. It can't be stated constantly that reading practice only for the
geeky man or woman but for all of you who wants to always be success person. So , for all of you who want
to start examining as your good habit, you are able to pick Cisco ASA: All-in-one Next-Generation Firewall,
IPS, and VPN Services (3rd Edition) become your current starter.



Carlton Wood:

Do you redlly one of the book lovers? If yes, do you ever feeling doubt if you are in the book store? Attempt
to pick one book that you never know the inside because don't assess book by its handle may doesn't work
the following is difficult job because you are frightened that the inside maybe not as fantastic asin the
outside look likes. Maybe you answer might be Cisco ASA: All-in-one Next-Generation Firewall, IPS, and
VPN Services (3rd Edition) why because the excellent cover that make you consider concerning the content
will not disappoint you. The inside or content will be fantastic as the outside or even cover. Y our reading
sixth sense will directly assist you to pick up this book.
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