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The first test prep guide for the new ISC2 Certified Secure Software Lifecycle
Professional exam

The CSSLP (Certified Secure Software Lifecycle Professional) is a new
certification that incorporates government standards and best practices for secure
software development. It emphasizes the application of secure software
methodologies during the software development cycle. If you're an IT
professional, security professional, software developer, project manager,
software assurance tester, executive manager or employee of a government
agency in a related field, your career may benefit from this certification.

Written by experts in computer systems and security, The CSSLP Prep Guide
thoroughly covers all aspects of the CSSLP certification exam, with hundreds of
sample test questions and answers available on the accompanying CD.

The Certified Secure Software Lifecycle Professional (CSSLP) is an●

international certification incorporating new government, commercial, and
university derived secure software development methods; it is a natural
complement to the CISSP credential
The study guide covers the seven domains of the CSSLP Common Body of●

Knowledge (CBK), namely Secure Software Concepts, Secure Software
Requirements, Secure Software Design, and Secure Software
Implementation/Coding and Testing,Secure Software Testing, Software
Acceptance, and Software Deployment, Operations, Maintenance and Disposal
Provides in-depth exploration and explanation of the seven CSSLP domains●

Includes a CD with hundreds of practice exam questions and answers●

The CSSLP Prep Guide prepares you for the certification exam and career
advancement.
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The first test prep guide for the new ISC2 Certified Secure Software Lifecycle Professional exam

The CSSLP (Certified Secure Software Lifecycle Professional) is a new certification that incorporates
government standards and best practices for secure software development. It emphasizes the application of
secure software methodologies during the software development cycle. If you're an IT professional, security
professional, software developer, project manager, software assurance tester, executive manager or employee
of a government agency in a related field, your career may benefit from this certification.

Written by experts in computer systems and security, The CSSLP Prep Guide thoroughly covers all aspects
of the CSSLP certification exam, with hundreds of sample test questions and answers available on the
accompanying CD.

The Certified Secure Software Lifecycle Professional (CSSLP) is an international certification●

incorporating new government, commercial, and university derived secure software development methods;
it is a natural complement to the CISSP credential
The study guide covers the seven domains of the CSSLP Common Body of Knowledge (CBK), namely●

Secure Software Concepts, Secure Software Requirements, Secure Software Design, and Secure Software
Implementation/Coding and Testing,Secure Software Testing, Software Acceptance, and Software
Deployment, Operations, Maintenance and Disposal
Provides in-depth exploration and explanation of the seven CSSLP domains●

Includes a CD with hundreds of practice exam questions and answers●

The CSSLP Prep Guide prepares you for the certification exam and career advancement.
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Editorial Review

From the Back Cover

A valuable resource for preparing to take the Certified Secure Software Lifecycle Professional (CSSLP)

The steady rise of losses incurred by organizations from both insider and outsider attacks can, in large part,
be attributed to a grave lack of software security. This increased abuse of software vulnerabilities has
prompted government-imposed regulatory and compliance requirements. Enter the CSSLP exam. As a
natural complement to the Certified Information Systems Security Professional (CISSP) credential, the
CSSLP is a globally recognized standard of achievement and establishes an industry standard regarding the
holder's knowledge and understanding for applying best practices when delivering secure software. This
essential guide prepares you for taking the CSSLP examination while enforcing the belief that secure
software should be an integral part of the software lifecyle directly from conception.

Ronald L. Krutz and Alexander J. Fry walk you through the seven domains within the CSSLP's Common
Body of Knowledge (CBK): secure software concepts, secure software requirements, secure software design,
secure software implementation/coding, secure software testing, software acceptance, and lastly, software
deployment, operations, maintenance, and disposal. They address the fundamental security concepts of
confidentiality, integrity, availability, authentication, authorization, and auditing, and convey the key
concepts and principles that the CSSLP embodies. The combination of this essential information along with
hundreds of featured review questions thoroughly prepares you for taking the CSSLP examination.

The CSSLP Prep Guide covers vital topics in the area of software security in addition to imparting beneficial
insight for taking the Certification exam, and covers topics such as:

Translating security requirements into application design elements●

Testing for security functionality and resiliency to attacks●

Developing secure code●

Identifying and mitigating software security abuse●

Dealing with security implications during software development●

Countering the increasing threats against software vulnerabilities●

About the Author

Ronald l. Krutz, PhD, PE, CISSP, ISSEP, is a senior information system security consultant. He has more
than thirty years of experience in distributed computing systems, computer architectures, real-time systems,
information assurance methodologies, and information security training. He holds B.S., M.S., and Ph.D.
degrees in electrical and computer engineering and is the author of bestselling texts in the area of information
system security.

Alexander J. Fry, CSSLP, CISSP, ISSAP, ISSEP, LPT, is Principal Security Consultant at Strong Crypto
LLC. He is active in the software assurance community and involved in web application security education
and training.



Users Review

From reader reviews:

David Shields:

The feeling that you get from The CSSLP Prep Guide: Mastering the Certified Secure Software Lifecycle
Professional may be the more deep you looking the information that hide inside the words the more you get
considering reading it. It does not mean that this book is hard to comprehend but The CSSLP Prep Guide:
Mastering the Certified Secure Software Lifecycle Professional giving you excitement feeling of reading.
The copy writer conveys their point in selected way that can be understood through anyone who read the
idea because the author of this book is well-known enough. This book also makes your own vocabulary
increase well. Making it easy to understand then can go with you, both in printed or e-book style are
available. We advise you for having this The CSSLP Prep Guide: Mastering the Certified Secure Software
Lifecycle Professional instantly.

Doris Brown:

People live in this new moment of lifestyle always make an effort to and must have the time or they will get
lot of stress from both lifestyle and work. So , whenever we ask do people have free time, we will say
absolutely sure. People is human not really a robot. Then we request again, what kind of activity are there
when the spare time coming to anyone of course your answer can unlimited right. Then ever try this one,
reading publications. It can be your alternative with spending your spare time, the actual book you have read
is actually The CSSLP Prep Guide: Mastering the Certified Secure Software Lifecycle Professional.

Karen Strange:

Reading can called brain hangout, why? Because when you are reading a book mainly book entitled The
CSSLP Prep Guide: Mastering the Certified Secure Software Lifecycle Professional the mind will drift away
trough every dimension, wandering in each and every aspect that maybe not known for but surely will end up
your mind friends. Imaging just about every word written in a e-book then become one web form conclusion
and explanation in which maybe you never get prior to. The The CSSLP Prep Guide: Mastering the Certified
Secure Software Lifecycle Professional giving you yet another experience more than blown away your brain
but also giving you useful info for your better life in this era. So now let us show you the relaxing pattern at
this point is your body and mind will probably be pleased when you are finished reading it, like winning an
activity. Do you want to try this extraordinary shelling out spare time activity?

Faye Pearson:

Many people spending their period by playing outside using friends, fun activity along with family or just
watching TV the whole day. You can have new activity to pay your whole day by examining a book. Ugh,
do you consider reading a book can really hard because you have to take the book everywhere? It alright you
can have the e-book, getting everywhere you want in your Smartphone. Like The CSSLP Prep Guide:
Mastering the Certified Secure Software Lifecycle Professional which is keeping the e-book version. So , try
out this book? Let's find.
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